"individual of society" (Markus Schroer), whose form by itself is related to the different regimes of individuality and its normativity. As a consequence, the construction of "privacy" and its complex rules and patterns is also based upon the idea of a reproduction of society and not upon the right of the individual "to be let alone". 9 The observation and evaluation of "private" behaviour in well-defined spaces and integrated communities were both based upon the protection and the continuation of social norms. 10 The same is true for the construction of "publicity", which produces forms of differentiation and specification with respect to the development of social memory, the processing of common themes for social communication, different fora of exchange (the media), the private-public spheres of the formation of individuals (family, church, school, reading of canonical texts) and the state as the centre of public decision-making. 11 
II. The "great unbundling" of the media and its impact on social norms
One of the crucial phenomena of the transformation of the media and their public in postmodernity is to be seen in a tendency towards "the great unbundling", a formulation which the American Federal Communications Commission (FCC) has chosen for the description of the tendency towards more specialisation and the decline of a focused public of common interests which had been centred around the state in the past. 12 This evolution finds its repercussion in an increasing tendency to de-contextualise freedom of opinion and to transform it into a right to unlimited selfexpression devoid of any public requirements or borders: the American Civil Liberties Union (ACLU) tends to combat any restriction of freedom of opinion as being prone to the creation of "chilling effects" in the individual: in cases of "cybermobbing", for example, the ACLU tends to act as amicus curiae with the clear intent to protect any communication, even the most degrading depiction of teachers in the internet (teachers being shown as decapitated on electronically manipulated photos or other images), whereas the protection of competing interests is regarded as the competency of "pedagogical measures". 13 This is characteristic of the new evolution towards a blurring of the limits and distinctions that had been the object of the above-mentioned architecture of norms on the inter-relationship between the public and the private in the past, and is now regarded as a "right to be let alone" or to communicate with "friends" without being bothered by any unintended third-party effect. 14 Whereas, in modernity, the "chilling effect" was invoked as a risk to the public function of freedom of opinion, the blurring of borders between the private and the public is characteristic of the hybridity of the new media. 15 This shift demonstrates the legitimacy of a retrospective on the normative and social rules that have determined the acceptability and attunement or evolution of themes in the "old media" (including oral gossip) in explicit legal and implicit social forms: one of the aspects of this normative definition of limits or relevance could be seen in the preservation of social trust in the professional standards of journalism that should be developed by the media as a kind of "epistemic rules", and which served as a frame of reference in the process of the definition of the legal borders of public and private communication. The obligation to control the truth of a factual claim communicated through the media, the separation of comment and message, 13 Cf. Karl-Heinz Ladeur, Rechtsfragen des "Cyberbullying" an Schulen und der Lehrerbewertungsportale in den USA, Frankreich und Deutschland, 7 RECHT UND BILDUNG, 3 (2010/1). 14 Cf. the timely theoretical reconstruction of the role of freedom of opinion in a liberal society and the rationale of its limits John Deigh, "Foul Language: Some Ruminations on Cohen v. California", in: Levmore & Nussbaum, supra note 5, 195, at 210-212. 15 Anyone who has doubts about the necessity to impose limits on offensive internet speech should read the impressive article by Brian Leiter, Cleaning Cyber-Cesspools: Google and Free Speech, in: LEVMORE & NUSSBAUM, supra note 5, 155, at 168, which combines case analysis and insightful theoretical reflection. reflection on the difference between the private and the public, etc., are the foundations of a process of the self-stabilisation of a set of professional rules by which the media have to abide and whose generalisation allows for the development of a reliable legal standard of control. The professionalisation of journalism and the centralisation of the "epistemic rules" that courts have to draw upon allows for a stable practice of differentiation between knowledge and ignorance, the distribution of communications and secrecy.
Apparently, this complex architecture of norms is severed by the anarchic and heterarchic character of Internet communication. 16 Do we need new "net friendly"
institutions for the protection of the personality rights or the secrecy and ignorance that could conflict with general assumptions about the "freedom of internet"? 17
It could be imaginable to respond to the hybrid character of the new media and the tendency to blur the separation of the public and the private by a legal model that corresponds to this hybridity and which would start from the idea, first of all, of observing the societal basis for the self-organisation of the new rules for communication in conditions of complexity, and to use the legal system, court practice in particular, as a reflexive layer of normative re-coding in the mode of a "regulatory agency". In the next paragraph, a further example for a new regulatory function of private law and private law courts will be given. The dynamic transformation of both social and legal norms has an impact on the function of courts, as private actors tend to transform the stable foundations of a spontaneouslyevolving common experience. This can be demonstrated with a view to transnational private law in general, and the ICANN-rules in particular. 18 As a consequence, one could think, as a first step, of imposing a new responsibility for the management of the rules of Internet communication on the providers. This could be done by a combination of "the carrot and the stick": limits imposed on the liability of providers for third-party communication could be made dependent on the establishment of private institutions of an alternative dispute-resolution procedure that would allow for a preliminary settlement of a conflict about conflicts between freedom of opinion and the protection of personality rights. A kind of private, albeit neutral, "Cyber Court" could act as an arbitrating body 19 which establishes a cheap and simple mode of decision-making upon the basis of a few flexible procedural rules (only by electronic communication). 20 One could even think about enabling participation by an "avatar" or the email address. All users of Internet services could be obliged to accept such arbitration provisionally, although this should not exclude the possibility of bringing these cases to ordinary state courts. All privileges of restricted liability, etc., could be formulated under the condition that the provider has to establish a functioning mode of arbitration. State courts would, in this case, act as a kind of second instance courts with the function of controlling the private self-regulation 21 as it is managed by the "cyber courts". Both levels of "private law regulation" 22 could be expected to observe and evaluate primarily patterns of communication, to block problematical forms of communication or to strengthen productive models, new procedures, and, in the long run, the emergence of new rules that would correspond to the old architecture of social and legal norms on social communication and the relationship between knowledge and ignorance. Those providers who failed to act in conformity with these requirements would be treated as if they followed only private interests (and would not support a public system of communication (2008) , who propose a "notice and take down"-rule for libel in combination with a requirement to take the case to court within 10 days. In addition to this they favour the creation of an insurance fund for the compensation of harm inflicted on persons via the internet. 20 See, for a similar approach, Leiter, supra note 15, at 170, for search engines like Google. The problems of data protection in the internet are so manifold that not all can be raised in the context of this article. This is also the reason why they cannot be tackled It would be much more helpful to change the paradigm of the conception of data protection 2.0 to a focus on networks, i.e. to have a closer look at the opportunities and risks of data processing in networks and to adapt its legal structure which is still characterized by its origin in the offline world to the conditions of the media world. 24 The rapid proliferation and continuous linking of information in networks can no longer be adequately mirrored in the individual right to decide on separate domains A case for a reconceptualization of data protection is the deanonymization of IPaddresses by both private persons and the public security agencies. In this respect it should be taken into consideration that the internet as the "network of networks" cannot be dissolved into a number of linear relationships of exchange between individuals -the precondition of the older regime of protection of protection of privacy in telecommunications -but that the old telecommunication has been transformed into an online world with its own rationality of information processing und generation of new information products which is based on the generation of collective and collateral effects between information. These transsubjective effects can no longer be attributed to individual "owners." Examples of these new phenomena are eBay ratings 26 and ratings of professional achievements (teachers, professors, medical doctors etc.). 27 The ubiquitous nature of the internet and its new logic comes also to the fore when we take a look at the transformation of the relationship between different types of rights which have been developed and coordinated in the offline world and migrate into the internet. It is inevitable that this entails a major effect of destabilization which has to be compensated by a rebalancing. , where classrooms e.g. are regarded as "private public spaces" which should not be turned into "public public spaces"; otherwise there would be a pressure to be always on "press conference behavior". it raises collective effects from mass transactions which hitherto did not have any relation except to a central agent (such as a broadcaster). This "information broker" might make contracts on payment for the use of internet data or make contracts on the quality of protection of privacy. This form might be a productive alternative to the bureaucratic form of data protection by the institution of a public officer for the protection of privacy (Datenschutzbeauftragter). 30 This model could present the appropriate levels of flexibility and hybridization (balancing individual and collective interests) which are required by the logic of the internet, whereas traditional legal instruments and procedure are more based on the expectation of stability of rights and public goods. longer primarily concrete acts are to be feared which can be attributed to persons. At the same time "risky networks" come to the fore which can no longer be regarded as mere preparatory communications that from a legal point of view are irrelevant below a concrete step of implementation of a criminal plan. The inherent risks of such criminal networks have to be reduced to a certain extent in a strategic mode, their "costs" have to be raised once a clear-cut prevention of any criminal action would appear to be an illusion. Terroristic activities of Al Khaida 36 and like networks are processed in postmodern fractal "cellular businesses" in which different ideological, military, informational, financial, communicative, etc., operations are aggregated in a heterarchical "virtual organization." Criminal law had to adapt to the emergence of organized criminality (e.g. by the adapting doctrine to collaborative action), and the same will be inevitable for "criminal networks." The forms of criminality follow the transformation of the legal evolution of cooperation; in the network society 37 we have networked criminality.
III. The self-organization
As in franchising networks 38 , we find central integrative nodes (for the ideology).
Apart from this element we have "strings" which are set up for the collection of data, the financial transactions which on the face appear to be harmless and do not allow for the identification of "concrete facts" which can be read as the starting point of a criminal act. The functioning of the "risky networks" could not be observed at all if any investigation could only be focused on concrete "facts" that indicate imminent danger. Liberal institutions are adapted to handle danger which can be attributed to persons. They have difficulties in addressing the risk related to criminal organizations, but they have yet to meet the challenge of risky networks.
There is a deep imbalance between the rights of users and third parties -private and public -in the online world: In the offline world the state, in particular, has a lot of formal and informal instruments of observation and investigation in criminal procedure. Traces can be analyzed, testimonials can be collected, experts can be asked, etc. In the internet, "traces" are always digitized; they can only be analyzed if this possibility is introduced into the architecture of the net. If one were to leave this disruption aside, data protection would end up as systematic protection of criminal wrongdoers. In the offline world, protection of privacy, the secrecy of telecommunication, and the presumption of innocence in particular abuse, and the possibility of "false negatives" in criminal investigation is accepted because otherwise unintended perverse effects might have a repercussion on freedom in general and generate a chilling effect on communication e. g. by telephone. 39 If, however, the collection of proofs meets a systematic difficulty linked to the whole technological structure of the online world, this could change the balance between the rights and public goods which are at stake in this constellation. It would generate the certainty that one could not be prosecuted for criminal acts committed under the protection of anonymity in the online world.
The "chilling effect" would in this case be created on the side of the potential victims of criminal acts and the state as defender of individual rights. This is why anonymity cannot be given such far reaching protection against criminal investigation. On the other hand, one has to admit that the reverse reaction -the unlimited expansion of public privileges for investigation in criminal procedurewould create a new imbalance because it would ease the investigation even below the threshold of risks which can be attributed to concrete action. However, one has also to consider that the flexible internet communication simplifies the preparation of serious criminality by the protection of anonymity. And in addition to this one has to bear in mind that the limited intrusion into the preparation of criminal acts is not without preconditions: it is based on the assumption that -in political criminality in particular -the plans to commit, for example, a terroristic act may be hampered by the influence of the public fora (discussions with others, radio, TV, press etc.). 40 On the other hand, the internet brings to the fore a whole range of new networks which are completely closed off from any irritating influence from other groups, ideas, etc. The internet is a network of networks, but this does not mean that all the networks are interrelated; on the contrary. This means, that the fragmentation of the "internet fora" which replace traditional conceptions of a publicity that is managed by the classical media risks to sever the public debate as a means of rationalization of politics, reflection of individual motives or reciprocal observation and evaluation of behaviour.
II. Criminal procedural investigation
There is a lot of discussion about data-protection by technology -so why not think about a technology that would not protect privacy in a fundamental way but would impose limits on the use of procedural measures ofpublic investigation? Individuals move actively through the internet with the use of a pseudonym as a kind of avatar.
The same could be imagined in the reverse role when they are partially identified as "nodes" in a risky network: in order to limit public collection of data one can choose an objective limit and reduce investigation by formulating a high level of intervention ("concrete facts"). 41 One could also think about a subjective mode of limiting the linkage of the data found in the internet to the real name of a suspicious person in the offline world. To a certain extent only this avatar of a person may be constructed and used as a frame of reference for the collection of data. Only a second level of investigation would allow under certain conditions to make a link between the online and offline worlds, i. e. the real person and its avatar. 42 The technical basis of such a differentiation could again be seen in the possibility of calculating a hash value which freezes the data and the potential IP-address or other ways of access to the real world in a numerical code and deposits the key to the This is all the more problematical as the right to privacy is in itself a right that lacks transparent contours like a classical liberal right, 45 and seems to be dependent on the individual self-interpretation of the users. Recent empirical analyses tend to come to the conclusion that there is a wide range of attitudes towards the protection of private data with regard to the diffusion of news among "friends". At the same time, there have been protests on the part of the users against one-sided changes of privacy rules set up by Facebook, for example. The inherent dynamic of transformation of social media leads to a complexity of the rules and patterns of communication 46 , and to their re-coding for commercial purposes, which is not easily 44 LG accessible to individual users. One could think about a more "trans-subjective" approach to privacy in social media that would include a more institutionalised conception.
This could look plausible because the right to privacy as a new right beyond the realm of classical liberties could be attributed to the new "risk based law" -as opposed to the classical right of being protected from "danger" -as is the precautionary principle in environmental law whose individual component is also only mediated. In data protection law, this seems to be similar. 47 This is why there is a need for more trans-subjective institutions that are better adapted to the process, such as distributed interest in the control of the "re-coding" and "re-profiling" of data. This assumption is not equivalent to a fundamental break with classical doctrine, but it should open a perspective on the development of a "conception", which would allow for experimentation with the instruments which the current legal system contains, and would opt for public intervention only in a limited waybecause of the uncertainties of the markets.
II. The "network contract" as a new paradigm of private law for the "social media"
First of all, it should be recognised that, besides other legal arguments for the liability of social-media providers, primarily the relationship between users and social media is a contractual one. In legal practice, this means that the contract has the legal value of a more or less one-sided submission to the contract because conditions are normally formulated by only one partner of the contract, i.e., the "provider". The construction of a contractual relationship seems to be adequate because one partner, the provider, offers the possibility of using the communication services, whereas the other, the user, gives his consent to the use of the data that he places on his account for advertising strategies. This mutual consent brings about a relationship of reciprocity: The specific contractual relationship that is brought about in this constellation is characterised by the fact that a high number of similar "exchange" contracts are concluded at the same time, and that conditions of use are formulated by the provider. However, at the same time, there is a second level of inter-relationships among the users themselves, which is not just a multiplication of a standardised version of a contract, although, in this case, the relationships between the participants including the user -user-relationships -form a "triangular" contract.
The consent of the user to make use of the data for advertising only makes sense in the event that the other users allow for this use, too. This constellation might allude to the recent construction of "network contracts" 49 -with a principled construction of this new type of contract, although Stefan Grundmann is more prudent in this regard. 50 The sense of such a construction could consist in the consequence that the triangular nature of the contract does not remain at the factual level but can lead to ideas about a specific "hybrid" institutional component. The relationship is a "hybrid" one in as much as it can be located beyond the level of the bilateral exchange contract, but below the level of a "company" (or, even less so, a corporate association). One has to bear in mind that this is not a normal case of a pre- determined setting of "general terms and conditions" that supplement the consent of the partners on the reciprocal rights and obligations, but of a one-sided competency of the provider to define the main duties of the user and to change them whenever he deems it appropriate. 51 The differentiation of the informational scheme of Facebook's sites mirrors, in a way, the "hybrid" character of the "regulatory" structure of the network: Facebook has, apart from the site on which the general terms and conditions are laid out, 52 a separate site on "governance", 53 which contains rules of procedure on the change of rules, etc. This construction might look promising, although, as a consequence, only those members that click on this site 54 obtain the information on the procedures. 55
The trans-subjective ("hybrid") component of the contract is to be seen in the fact that the purpose of the contract is not to be formulated clearly in advance. The relationships within the network are prone to continuous change, they evolve upon the basis of communication processes, which, first of all, are freely formulated and are integrated into a vast open network of relationships that allow for a plethora of communicative options. It is only at a secondary step that the provider observes these inter-relationships and tries to design the possibility of "surfing" on this network with the modelling of a commercial type of interest.
Advertising in the "social media" does not follow the traditional patterns of addressing a mass public; instead, it is characterised by the observation and "appropriation" of specific communicative networks that are spontaneously generated by the users. These differentiated networks process personalised information on consumer interests that may be re-coded by advertising firms. This is also the reason why the consent of the users for the re-processing of personalised profiles cannot be determined in detail ex ante.
This new constellation might fit into the new framework of "networks of contract" which might help develop new rules for the management of a hybrid "network interest" (G. Teubner) between exchange and collective interests. This "network interest" is emergent and heterarchical; at the end of the day, it can only be adopted for purposes of advertising if this is consented to by the users. The provider cannot just follow his own interest, but also has to support the processing of the networks of communications between the users by shaping an adequate institutional framework. 56 The relevance of the network of the inter-relationships between the users and the openness of the experimental development of communicative patterns and, at the same time, the evolving possibilities of personalised advertising could be a sound basis for the re-formulation and concretisation of the pre-conditions of "informed consent" in a dynamic environment. 57
III. Proceduralisation of "informed consent"
In order to do justice to the emergent character of the rules 58 and patterns of communication and their re-coding by advertising strategies, one might think about 56 This complex new network related interests might also give an explanation for the fact that apparently the interests of the individual users concerning their "own" data seem to be limited, as Grimmelmann, supra note 45, at 1182, rightly assumes; see, also, idem, Privacy as Product Safety, 19 WIDENER LAW JOURNAL, 795 at 795-97 (2010).
57 REBECCA MACKINNON, CONSENT OF THE NETWORKED: THE WORLDWIDE STRUGGLE FOR INTERNET FREEDOM 243 (Basic Books, 2012) and passim; the dynamic of the social media is also emphasised by Grimmelmann, supra note 45, at 1195; the District Court of Berlin (Landgericht) has taken the view that several of the clauses contained in the "Declaration of Rights and Obligation" (German Version) are not in conformity with the German law on the use of clauses on "terms and conditions" in contracts and cannot be regarded as being included in the contract.
introducing a procedural format that has been used in regulation in conditions of complexity, i.e., the "notice and comment" 59 procedure which the new rules given by the provider should be required to undergo. This is a new institutional requirement of norm-setting in public procedures.
However, it could also be transferred to private processes that have to observe and aggregate the knowledge that is distributed over a high number of users and considers both the normative expectations and the social norms generated over the networks of communication in a process of private norm-making. This procedure seems to be specifically adequate in conditions of a modelling in conditions of complexity. One should think about a transfer of this format at least to contracts on the use of social media. As a procedural element of rule-making, it has not been confined to regulation in domains of public law: in globalised private rule-making 60 , it is quite common to make use of "notice and comment" as a requirement of the adequate balancing of interests. 61 The process of communication within the networks of social media is also a source of new social norms 62 endangerment of its function appears to be necessary. This seems to be all the more so because it is the user-generated content, 64 and not just the use of pre-determined information, that makes the difference 65 : this situation creates a lock-in effect because the user cannot easily transfer his content to a different network. The specific "web interest" that goes beyond exchange interests demands a type of self-regulation by the provider -this type of self-regulation of a whole group of firms can be found in the 64 The protection of user generated content is an element that could also be given more contours if it was more related to the productivity of the networked communication and would not only be regarded as "property" of an individual user: it is content that is generated over the network and should not be easily be attributable by "informed consent" in a formal way to the service provider; see, only, Ferenzi, supra note 51, at 1064; see, also Mal & Parikh, supra note 46, at 302, who rightly refer to the fact that the fact that more often than not "content" is distributed over various Facebook sites. 65 In Germany, the District Court of Berlin (Landgericht) in a judgment of 6 March 2012 -judgment No. 16 O 551/10 -published in: 58 WETTBEWERB IN RECHT UND PRAXIS, 613 (2012) has declared the broad reservation of competencies to make use of user generated content in particular has been regarded as being incompatible with data protection law and with the requirement to restrict the breadth of transferred intellectual property rights.
laws on the protection of minors in public, for example, in Germany. However, there is no reason why regulation of self-regulation should not be extended to single (powerful) firms. In the past, "self-regulation" was primarily regarded as an alternative to public regulation.
In the meantime, however, a kind of "regulatory private law" -to name only consumer protection law 66 -has also emerged, which, in contrast to competition law and its focus an the preservation of markets, aims at a direct steering of behaviour with a view to the creation of more variety of choices beyond the traditional narrow control of contracts. A new private-law based construction of the emerging figure of a "network contract" on the use of "social media" could be a new case for the conception of private regulation if one also takes into consideration the impact of a public interest in new hybrid versions of "private public" communication. 67 The "notice and comment" procedure could be such an element of regulation in the forms of private law. At the same time, one could go a step further and impose a duty on providers to support the the mediation of interest between the firm and the users. These mediators could help the users to participate in the "notice and comment" procedure in a meaningful way. 68 It has to be borne in mind that the fragmentation of the forms of use, the novelty of the emerging personalised strategies of advertising and the complexities of the "network contracts" including the difficulties in understanding the consequences of the position of individuals in the overlapping networks of inter-relationships are a good reason to think about the protection of a new type of "consumer" i.e., a hybrid type of "netizen", who plays different roles in the dynamic evolving web. A supplementary reason for public intervention could be seen in the fact that, from case to case, the interest of the user might be of only low relevance, and this might block access to courts for factual reasons, whereas the public interest of allowing conflicts about data protection to be brought to court is considerably higher.
EVA KOCHER, FUNKTIONEN DER RECHTSPRECHUNG. KONFLIKTLÖSUNG IM DEUTSCHEN UND ENGLISCHEN VERBRAUCHERRECHT 477 (Mohr, 2007).
67 Zittrain, supra note 27, at 213. 68 For the necessity of transparency of terms of use, see the above-mentioned Irish report, supra note 63, at 4.
IV. The impact of constitutional law on private "network contracts"
In many European countries, this idea could be linked to the conception of the impact of constitutional liberties on private law, on the one hand, 69 and the procedural dimension of the protection of civil liberties, on the other. This latter dimension has, until now, been considered only for public law, i.e., the German
Federal Constitutional Court has, on several occasions, derived a protective, 70 and, in particular, a procedural, component even from substantive civil liberties; at the same time, it has emphasised the constitutional relevance of duties to be heard not only in procedures that aim at a restriction to be imposed on a civil liberty, but also in the case of a right to be protected from harm that is expected from industrial installations Clearly, one has to bear in mind that Facebook is not only a network, but that it is also a transnational network which raises the problem of determining the applicable domestic law. 73 73 This is due to the fact that the relationship between "Facebook Ireland" and the American organisation is respect to public and private law, and will not be tackled here. In a context of international or transnational constitutional law, one could at least consider the possibility of constructing a transnational effect of domestic constitutions in the sense that a domestic constitution should not just simply be "applied" to transnational networks, but its trans-border expansion should take into account that other domestic constitutions are also at issue. 74 This could be a case of heterarchical approach to the constitutionalisation of transnational private law that accepts some leeway for the self-regulation of private actors, and fine-tunes constitutional requirements in a co-operative manner that always considers whether constitutional "irritations" 75 imposed on private legal relationships would be acceptable for other countries and their legal system, as well.
V. The creation of "information brokers" and "cyber courts" as components of a new institutional architecture of internet governance
Finally, one could go one step further and improve the position of the users and the procedure of consenting to the use of their data in advertising by transforming the rights of the users to their data to a quasi-property-like intellectual property, 76 which could lead to more clarity about the object of the "informed consent" (including a right to financial compensation) and could justify the ability to (1998) . 76 This construction is not equivalent to protection of data as object of "ownership" right away -a construction that is criticised by Grimmelmann, supra note 45, at 1192. bring claims to court tocollecting societies as is common in intellectual property law. This task could be transferred to the above-mentioned "information brokers", which need not have a monopoly. They could even develop competing strategies and contribute to a pluralistic conception of the reflection of social media. Such a solution would strengthen the position of the users in the process of formulating and transforming the conditions of use in the social media. At the same time, it would contribute to a strategy of establishing transparency in the networks of contracts and their evolution. In addition to the "proceduralisation" of data protection law outlined in this paper, the development of a more network-friendly "alternative dispute resolution" mechanism (that has been modelled for the protection of personality rights in the previous section) should be required also in this domain, which would allow for a simplified (electronic) procedure and decision by a private "cyber court", instead of a decision by a state court. 77 The advantage of such a procedure would not only consist in easing access to the protection of rights, but also primarily in the acknowledgement that postmodern society needs a new institutional infrastructure that is focused on the observation and reflection of rapidly changing social norms, instead of stable legal norms. 78 The re-construction of the contractual constellation of the operations that are processed in the social media was meant to venture an idea on how a networkfriendly development of private law and the institutionalisation of a specific legal regime for the "online world" might be conceived. Unfortunately, many protagonists regard Internet anarchy as the only version of freedom of communication and look wryly at any attempt to establish institutions for free communication. The development of the "social media" demonstrates the ambivalence of such an aversion against legal institutionalisation of the Internet communication. The case that has been discussed here shows that this anarchy might also have detrimental effects on the position of the users of the said social media.
F. Outlook
We need "traffic rules" for the internet and the information society, not the protection of a nomadic individualism which fights against any restriction of its autonomy. A network friendly internet law could make use of the technological flexibility of a digital relational rationality. Data protection is not the core element of civil liberties as its protagonists sometimes try to make the public believe. The risks of the new technologies and the potential perverse side effects of its use can only be managed within the domain of options which the digital online world has created.
Hybridization and the proliferation of linkages through networks are two of the characteristics of the internet. Instruments for the protection of the variety of the internet and the limitation of state power in the network of networks should make use of these paradigmatic phenomena.
